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» Static wiring test, diagnostics
» Live system diagnostics

» Basics of PROFINET
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What is PROFINET?
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» PROFINET is Standard Ethernet (IEEE 802.3).

» PROFINET is based on the “Fast Ethernet” or 100 BASE
TX/FX.

» PROFINET is an Industrialised Ethernet, optimised for
speed, determinism and durability.
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Important IEEE 802.3 specs Me,
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IEEE 802.3 10 Mbps 10 Base Ethernet (there are
(a b ”) different numbers associated with
S copper, fiber, coax and variants)

IEEE 802.3u 100 Mbps 100 Base TX/ FX
Fast Ethernet for copper (TX) and
fiber (FX)
IEEE 802.3z 1000 Mbps 1000 Base X - Gigabit Ethernet
IEEE 802.3ab over fiber (z) and copper (ab)
IEEE 802.3ae 10000 Mbps 10BaselLR (etc..) Ten

Gigabit Ethernet over Fiber
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PROFINET is based on
100BASE-TX/FX, i.e. Fast Ethernet

\— Fibre optic medium

Twisted 2-pair copper Cat 5 cable
Max. cable length of 100m between devices

—— 100 mbps

X: means any medium, copper or fibre, but redundant with “T" or ‘F’.
100BASE can also use un-twisted enhanced Cat 5 cable, i.e. Cat 5e.
STP: Shielded Twisted Pair, e.g. 100BASE-TX, STP. PROFINET
only uses STP cables.

UTP: Unshielded Twisted Pair, e.g. 100BASE-TX, UTP.
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> Is this fit ?

- High temperatures
- Rugged and metal housing
- Rack mount designs
- Withstand vibrations
- Electrical Noise Immunity
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Connectors

University
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IP20 RJ45 IP65 RJ45

Customised
heavy-duty
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4 wires or 8 wires? Mﬂ
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1236
1 |Data (TX +)
2 |Data {TX J
3 |Data (RX +)
4 |e.g. Ground {)
5 [e.g. Ground {}
6 |Data (RX 4
7 |e.q. Power (+} T i
8 [e.qg. Power {+}

PROFIBUS - PROFINET User Conference, June 29 — 30, 2010, Stratford PROFINET Diagnostics by Dr. Xiu Ji, Page 8




pIrIolF] I M
s Half Duplex

www.mmu.ac.uk/profibus

Manchester
Metropolitan
University

Half duplex Mode

Data transmission can take place only in one
direction at the same time

uses two wires, twisted

PC A
Transmit 2 WI res Transmit

Receive Receive
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» Full duplex mode, 4 wires

\ Transmission of data in two directions simultaneously
V' Use of 4 wires and switching technology
\ i.e. telephone

BC Switch

{ Receive \
e

ﬂ

ol

Al

Transmit

Transmit

TX-
Receive Receive

d
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» Ethernet devices must be connected so that the
transmitter in one device is connected to the receiver in
another.

» When connecting one device directly to another (e.g. a
PC to a field device), a “cross-over” cable is required:

Device Device
Crossover

Transmit cable Transmit
X Receive
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Straight and Crossover Cables
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» When using a switch or hub to connect devices, the switch normally
provides the crossover for us.

» Therefore, when using switches, “straight” cables are used to
connect the device to the switch:

Switch with
pavwa Straight e crossover .
Transmit cable Transmit

Receive Receive

Modern switches provide “auto-crossover”, where they are able to
automatically provide crossover as required.

PROFIBUS - PROFINET User Conference, June 29 — 30, 2010, Stratford PROFINET Diagnostics by Dr. Xiu Ji, Page 12




plr[o]F] | M
Cable Test Tools Mﬂ

Mljet[opoljttan
www.mmu.ac.uk/profibus iversity

» There are many different cable test tools available for checking
Ethernet cables.

» These range in price from less than £100 pounds to over £3000.
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g
/
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Insulation Displacement Connectors Me,
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Cable Tester Mﬂ
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» Connect the test plug at one end and the tester at the
other end.
» Detect many wiring faults:
\ Wire break
' Short circuit
\' Swapped wires
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o 123 6

Pin 1 Pin 3 H

Yellow (TD+) White (RD+) ,‘ ‘
|

Pin 2

Orange (TD-)
range ( Pin 6
Blue (RD-)
Select this Mode
Shield present

Upper line: Connector at the tester

Lower line: Connector at the plug
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1 e — 1
2 O — 2 NO Sh|e|d or
% — g Shield broken

I$I 1
=2 Wire break and
Effected pins

IS ()
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Short circuit,
Second

line indicated
sh oo gL as --

o\ W
[o)RNOS TR NS

1 1 Yellow and White
2 e ) swapped
3 3

6

sh oo gL
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» Make up a cable and test on a live system.
» Watch for the connectivity indicators on the switch.

-
I
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@ Configuration:
EE PROFINET IO Systems e
www.mmu.ac.uk/profibus y

IO-Controller PROFINET Supervisor

E.g. PLC running _‘ E.g. PC or laptop running
application program. ' engineering tool application.

]
_ (Compare with PROFIBUS
Class IT master)

= Diagnosis

= Configuration —_—

= Control/monitoring ' = Status/Control
= Alarms IO-Device = Parameters
E.g. Field device with
inputs/outputs

(Compare with PROFIBUS
Slave device)
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@ A PROFINET IO System
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» Siemens S7-300 CPU 315-2 PN/DP Controller
» Siemens managed switch, SCALANCE X204-2
» Westermo 5-port unmanaged switch, SDW-500

. i o, B T il
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Step 1
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Westermo
=800 Switch
10 Controller
192.168.0.1
255.255.255.0 192.168.0.100
255.255.255.0
192.168.0.11
235'25t5-255-° Siemens ET 200S
omputer name: : v
MMUPC2 4 2-in and 4 2-out WAGO 750-340

2 4-in and 2 4-out
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“Drag & Drop” and
Assign Device Name
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» 10 Controller automatically assign IP addresses based on its domain

addresses.

Bl Station Edic Insert PLC View Options Window Help

I T =

A~

CPU 315-2 PN/DP T
MPIDP

Ethemet(1}: PROFINET-10 System [100]
hd b &

& DEVIF

1

2

et

P ; PO
X2PT Port §

FAWanod
.

.

,
FED

o
I

£

<

3

=] ) Wagodevice

Slot E Module
i Wogo-deice
75x-402 4DI[+4 BIT 11

Comment

| Address | O address | Diagnostic ad

Order Number

75402 =
7En 604
PEn 604 i1

75402 4DI(+4 BIT 1) -340]
7hn-504 4D0[+4 BIT O

75604 4D0[+4 BIT O]

ETENTEITSE. -

Find
Profie:  [Standard

- Y PROFIBUS DP
-3¢ PROFIBUS-PA

+ 38 PROFINET 10
SIMATIC 300
SIMATIC 400
SIMATIC PC Based 1
SIMATIC P Station
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» Device addresses are NOT set by DIP switch. Instead, “Device Name”
concept is used.

IO devices much have a device name.

Every device has a unique MAC address. (Media Access Control)

MAC Address must be printed on every |10 device.

MAC Address is used for real-time communication.

IP Address is used only for non-real-time data exchange, e.g. configuration
and parameterisation.

IP addresses are allocated by 10 Controller every time during start-up or
restart. B C2ied AT TESN RS ‘ ;

YV V V VY V

A4

TECIFTETE BORDRRRD-
1 : e E s
ONININIRNANIRRG: - G080 R0 00

W ELL TR
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» Start-up always takes place over the non-real-time
TCP/UDP/IP channel.

» MAC addresses and device names (at default or if
assigned) are revealed at this stage.

> |P addresses are then allocated based on their MAC
addresses.

» The device name is vital in setting up IP addresses.
» Device name must be set correctly.

» Once the device name and IP address are correct the IO
controller can initiate communication with the device.
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» There are tools
available for changing
device names.

» Changing device names

General I i) g,.g\gl

Short Description

within a configuration tool Order No.
Family:
stores the names
Device Name:

within the project.

Node / PH IO spstem
Device Number:
IP Address:

v

Commert

Properties - I4151-3PN

IM151-3FN

PROFINET 10 device interface module IM 1513 PN for ET 2005 electronic

modules

BEST 1571-34410-0480
ET2005

]

[ET2005 10|
h ~| |PROFINETHD-Syster (100)
19216802 Ethemet..

Cancel Help
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Initial Communication
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» Communication between Controller and Supervisor

v via LAN

\' Supervisor: Laptop with Siemens S7 HW-Config application
v Controller: Siemens S7-300 CPU with RJ45 interface
\' Scan or Browse Network: MAC address and device name are revealed.

Browse Network - 5 Nodes E‘
Start | [ IPaddiess | MAC addiess | Device type | Device name | Subnet mask
19216802  0BO00GEC-0290  ET 2005 devi-hesth
19216803  00-30DE01S0-82  WAGD/D-5YSTEM 7504753  DEVICE-WAGO
0.0.0.0 0030DEQ1 6089 WAGDA/D-SYSTEM 7504753 PNR1Wage
19216800 ODOESCOSEE3S 57300 priia
[ Fast search 1921680100 ODOE-BCATE317  SCALANCE X200 devifiesth
£ | &
MAC addiess: —
Cancel Help
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MAC address and device hame
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Edit Ethernet Node 3]
» Assign IP Address manually or ~Efent
Nodss acesssible onling
via Controller automatically. MAC address 030DE 015083 Ao
Edit Ethernet Node By sep
 Ethemst nod: & s paametes
Nodes acosssible online Gateay
MAC address: 00-30-DE-01-50-89 Browse. Peki O Dt
Subnet mask: " Use router
~setlP Address
 Usel paramelers  Obtain IP address from & DHCP server
gy |- Ientified
1P address: 192168.0.7 0 Bt omo i & Cert D € MAL address £ Deyice name
Subnet mask 256.255.256.0 " Use router CientlD: |
Addrgss
Assign IP Canfiguation

" Obitain IP addiess from a DHCP server
Identiied Assign device

& ClentID  MAC addiess € Device name

Devies name: PNR1-Wago Assign Name
Client ID: [
Reset to factory 105
Agsign IP Configuration
FReset
- Assion device
Devies name: WAGD0-2 Assign Name e |
ernet Node (4502:70 .

The parameters were bansfered successfully.

PROFIB1

"Hesel o actory settings

W
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Step 2
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Westerm
S7-300 SSt.‘f mo
WITC 192.168.0.4
10 Controller 255.255.255.0
00-30-DE-01-50-89
102
192.168.0.1
2552552550 [ 1921680100 L
00-0E-8C-89-5E-39 [ 0 (=0 1 5o 17/ 192.168.0.2 192.168.0.3
255.255.255.0 255.255.255.0
08-00-06-6C-02-90 00y30-DE-01-50-92

FTTTTT
ET200S 10 1

|

HEREEN WAGO 10 1
192.168.0.11 Siemens ET 200S R
255.255.255.0 4 2-in and 4 2-out WAGO 750-340

2 4-in and 2 4-out
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» Write a simple program in OB1 and download it to
Controller.

L QWO /Nload Output Word 0
INC 1 /lincrement it with 1

T QB0 /Iwrite it to Output Byte 0
T QB1 /Iwrite it to Output Byte 1
T QB2 /Iwrite it to Output Byte 2
T QB6 /Iwrite it to Output Byte 3
T QB7 /Iwrite it to Output Byte 4
T Qws /Nload Output Word 4

L Qw4 /Nload Output Word 4
INC 1 /lincrement it with 1

T Qw4 /Iwrite it to Output Word 4
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Step 3b: Write a program
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R LAD/STLIFBD - [0B1, -- Prof1\SIMATIC 300(1)\CPU 315-2 PN/DP] FEX
i Fle Edt Inset PLC Debug Yiew Options sWindow Help BEIK]
» Program: NEtE a8 o ww | OEE 5
BE Cantents Of: ’Enviromment\Interface’
= & Interface Hane
F9 e natwork & & IEP [ TEIE |

1 (Z8 FB blocks =]

) (g8 FC blocks

(g8 5F6 blocks

= {g8 SFC blocks . . e

Ml futicle nstances OB1 : “Main Program Sweep (Cycle)
o M Libraries
L v 4
Inc 1
2 T 4
Fl
|
[T 1 Ewar 2 Info 3 Crosselerences 4 Address info. 5: Modiy 6: Diagnostics 7 —
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» Switch knows which device is on which port and hence directs
traffic/data to where is intended to be rather than flooding the

network.
[ TNodeBMACT | -
m o\ port1
Node A
poﬁ Port 4
Lookup table Port 3
Address Port
Node A 1
Node B 2
? 3 | Node C
A . mm

- Node B 1 Node D
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Switching Technology
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Simultaneously I

» {0

A switch remembers the ports:

« If swapping plugs, it takes time to re-figure out the ports

» Power off a device first, swap plugs if required, and then power on the
device.
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Diagnostics
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» PROFINET provides fast and thorough diagnostics

covering almost every component of a PROFINET
network.

» Diagnostics are structured hierarchically, starting with
the device information and moving down to the ladder to
the module and channel diagnostics.

» Network and system status are also available.

» In case of a fault, the station name, module number,
channel number, channel type, and information about
the error itself are displayed and can be accessed.

Diagnostics are similar as in PROFIBUS!
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Communication faults
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* Mainly caused by poor network wiring or layout or
cable/connector deterioration.

+ Can be permanent or intermittent.

—

DROROROROING
DROROROROING

I'l'l'l')'l

ET200S 10 1
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Peripheral faults
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+ Caused by sensor/actuator failure or wiring faults.
* Again faults can be intermittent.

System Fault light
shows peripheral
errors

Note: Bus Fault shows
communications is OK.

ET200S 10 1

Modules have individual indication

ensqr
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Diagnostics
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\ The switch passes on the
PROFINET diagnostics of an 10
device to CPU.

V CPU evaluates and report the
diagnostics

10-Controller

X

10-Device1 10-Device2

\ The switch reports network
disturbances as PROFINET-
diagnostics to the 10-Controller (1)

< Configuration of the Switch as 10-
Device (GSDML)

<\ Additional SNMP channel, e.g. for
reporting on a Supervisor (2)

10-Controller

X

10-Device3

L~ |

10-Device1 10-Device2
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PIRJO| g
24 2 17| cPu 3152 PNJDP
NJE R Ethernet[1]: PROFINE T-10-Gystem [100]
el P L
www.mmu.ac.ulf e o 47
3
4
: FOE BN EEET FIERE R T
General Diagnostic: Butfer | temory I Scan Cycle Time I Time System
Events: [~ Filter settings active [~ Time including CRLU Aozl e difference
|
A
Ral: i /1995 PROFIMET 10 module removed/zannat be addr
2 0205:53 889 Ad 1142741995 PROFIMET I0: station return fion
3 02:02:29.458 AM 1142741995 PROFIMET 1Q: station Failure yatem
4 02:02:08.058 A 11/27/1335  Mode transition from STARTUP to RUN
e General 10 Device Disgnostics
Yersion: T |
=] o uR 10 controller device number: 0 =
Slat Moduls 0 0139
:
z_g CFU 3152 FN/DP__|6E| Pack:
ﬁ f;’jﬁp sl Standard diagnostics:
2 Port 7 Flant designation:
3 Location designation:
; Status Module available and o.k.
= Error LED [SF)
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» Free tool, Wireshark.
» The alarms are captured.

"4 USB2.0 to Gigabit Ethernet Adapter (Microsoft's Packet Scheduler) : Capturing - Wireshark
File Edit Wew Go Capture Analyze  Stabistics  Help

BEeea X2E/ QA¢+aTLIEE QAN BB %

Eilter:| |' Expression.., Clear Apply

Mo, - Tirne Source Destination Protacal Info

234 158.431144 Siemensa_B89:5e: wWagokant RTCL, ID:0xc010,
235 18.432140 SiemensA_8 wWagoKont_O 3 RTCL,
236 15.622508 1 a) i 1 H E Alarm

244 18.943010 SiemensA_B3:5e:35 wagokont_01:50:52

RTCL, ID:OxcOl0,
245 18.944050 SiemensA_B3:5e:35 wagokant_01 :

1B9 PRI RTCLl, ID:0xcOl0, Len:
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Port Mirroring Mﬂ

www.mmu.ac.uk/profibus
» Port Mirroring is used on a switch to send a copy of network
packets seen on one switch port (or an entire VLAN) to a network
monitoring connection on another switch port.
» Defining a mirror port duplicates all traffic on the mirror.
\ incoming and outgoing traffic
» Useful for monitoring the switch traffic on a certain port, the monitor
port for diagnostic reasons.
\ e.g. with Ethereal / Wireshark analyser
> Available in managed switches or as a dedicated device.

Mirror Port PLC

LLTTT]
[IIT1T]

o

Device

Monitor Port PC
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Setup Switch for Monitoring Mﬂ
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www.mmu.ac.uk/profibus

Mirraring Enabled

Mirroed Port: | 2 ~ Manitor Port: 1 -

D o
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» Hubs should NOT be used
In PROFINET!

» Only useful for
monitoring purpose.

EEEE—

PC with
analyzer
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’- Mirror port

PC with
analyzer
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Mirror and monitor ports

www.mmu.ac.uk/profibus

3 Siemens WEB Management [192.168.0.100) - Mozilla Firefox

File Edit view History Bookmarks Took Help

O -c

8] Most visited P Getting Started 5 Latest Headines C] Customize Links C] Frea Hotrmail \j windows Marketplace |j Windows Media |:‘]

¢or (1 [ httpes/192.158.0,100f ¥ -

SIEMENS | Automation & Drives

® Console ® Support ® Logout SIMATIC NET
Power CRU  Pon

Status

o|[rw @l oo Ps SIMATIC NET Industrial Ethernet Switch
u o P2 OO P
e g SCALANCE X204-2

o mmu

Switch Configuration

Mirroring Enabled

Mirrored Fort: |3 -

Manitar Port: | 2 -
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Non-monitoring Port
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» On non-monitoring port of a switch, only multicast or
broadcast messages are captured.

Mo, - Tirne: S

B40 281

L5207 Siemensa_al

5

Jemensa_al

L800325 siemensa_al:
841 2824. 799927 Siamensi_al:
842 2829.798422 Siemensi_al:

846 2830, 738824 Siemenss_al:
847 2B309.872376 Siemensa_al:
G458 2840.872320 siemensa_al:
845 2841.871804 Siemensi_al:
B50 2B44,738355 Siemensa_al:

Destination

LLpp_multicast
LLDP_Multicast
LLDP Multicast
LLDP_Multicast

PH-MC_00:00:00
PH-MC_00:00:00
Broadcast

LLDP_Multicast

Pratocal Inl

Cchassis
Chassis
Chassis
Chassis

POrT
scalance Port
scalance Port
scalance

a0, 1% a,
Chassis Id = scalance Port
Ident Reg, ®id:0x200058h,
Ident Red, xid:ox200058¢,
Gratuitous ARP for 192.168
Chassis Id = scalance Port

Frame 844 (56 bytes on wire,

Type: PROFIMET (0x8892)
= PROFINET acyclic Real-Time, ID:0xfefe, Len: 40
FrameID: Oxfefe (Real-Time: DCP (Dynamic Configuration Protocol) ddentify multicast request)

56 hytes captured)
= Ethernet II, src: SiemensA_al:59:17 (00:0e:8c:al:59:17),

@ Destination: PN-MC_00:00:00 (0l:0e:cf:00:00:00]

Dst: PN-MC_00:00:00 (01l:0e:cf:00:00:00)
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Recording &
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» Select a network interface to record telegrams/data
exchange.

T4l Wireshark: Capture Interfaces

Description P Packets Packetsjs Stop
d. Adapter For generic dialup and YFN capture unknown 0 o
d. EBroadcom 440x 10/100 Integrated Contraller {Microsoft's Packet Scheduler) 192,168,011 2 o
d. Inkel(R) PROfWireless 3945ABE Network Connection (Microsoft's Packet Scheduler)  0.0.0.0 0 o
‘. USEZ.0 ko Gigabit Ethernet Adapter (Microsoft's Packet Scheduler) 192,168.0.10 o4 o
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Normal Data &
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» Priority 6, relatively low.

234 18.431144 siemensA_8%:52:35 ‘Wagorkont _0d:
432140 wWagokont _0Ll
i Eme

LB43000 SiemensA_B%:5e:35 Wagokont _00
.944050  SiemensA_89:5e:35 wagokont_01

Frame 240 (64 hytes on wire, 64 hytes captured)

Ethernet II, Src: Siemens_6c:02:90 (08:00:06:6C:02:900, Dst: SiemensA_85:52:35 (00:0e:8cC:89:52:35)
pestination: SiemensA_B9:58:35 (00:0e:8c:89:5e:35)

source: siemens_6C:02:90 (03:00:06:6C:02:90)

Type: 802.1q wirtual Lan (0x3100)

= 802.1q virtual LAN, PRI: &, CFI: O, ID: 0
110, ..., ... .... = Priority: §
...0 CFI: 0

0000 0000 0000 = ID: O
Type: PROFINET (0x8852)
= PROFINET <yclic Real-Time, RTCL, ID:0xcO01, Len: 40, Cycle:32800 (valid,rrimary,Problem, rund
. FrameID: OxcO0l (0xCO00-OxFAFF: Real-Time(class=1): Cyclic)
P Cyclecounter: 32800




pIrIolF] I M
bl Alarms
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» VLAN must be used. Alarms are Priority 5, higher than normal data.

234 18.431144 siemensa_B9:58:35 wagokont_0Ll:50:92 RTCL, ID:Oxc0l0, Len: 40, Cycla:
235 18.432140 Siemensa_8%;5e:35 wagoront_01:30:8% RTCl, ID:0xc010, Len: 40,cyc'\e:

244 18.943010 Siemensa_B9:58:35 Wwagokont_01:50:92 PMNIC RTCL, ID:Oxc0l0, Len: 40, Cycle:
245 18.944050 SiemensA_B%:58:35 Wagokont _01:50:8% PHIO RTC1, ID:0xc010, Len: 40, Cycla:

# Frame 238 (56 hytes on wire, 66 bytes captured)
= Ethernet II, Src: Siemens_6c:02:90 (08:00:06:6c:02:90), Dst: SiemensA_89:5e8:35 (00:0e:8c:89:58:35)
pestination: SiemensaA_8§9:52:35 (00:0e:8c:89:5e:35)
source: siemens_6c:02:90 (08:00:06:6C:02:90)
Type: 802.1qQ wirtual LAM (0xB100)
= 802.1¢ virtual Lan, PRI: 5, CFI: 0O, ID: O
1 = Priority: 5
P = CFI: 0
- 0000 0000 0000 = ID: O
Type: PROFINET (0xB8892)
:l PROFINET acyc'l'lc Real-Time, Alarm Low, ID:0xfe0l, Len: 46

0xfedl (Real-Time: acvclic PN-IO Alarm low priorit
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2080 Conclusion
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» Static wiring test > handheld tools.

» Configuration errors > MAC addresses, device names
and IP addresses.

» Live system diagnostics
' Software supplied with 10 Controller
' Analysers, e.g. comprehensive and easy to use > Wireshark
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