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PROFIBUS Device Diagnostics

Agenda
Introduction
Start up diagnostics
Cyclic diagnostics
Standard vs Condensed status byte
Acyclic Diagnostics
What happens when an error occur
Demo
User’s perspective – how to manage this information!
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Introduction

An Alarms occurs.

Panic?

Call for help?

Look at the right diagnostics to
solve the problem!

What do you do?
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Profibus has more than one way to communicate 
Diagnostics!

Start up diagnostics

Cyclic data – every bus scan
Acyclic data – on demand (with time delay)

During Commissioning

} While plant is running

}
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Startup Cycle

The Master powers up and begins to 
poll the network

When it encounters a Slave, it will ask 
the Slave about itself

If appropriate, it will parameterize the 
Slave and check the configuration

It will do one last check and if the 
device is ready, the Master and Slave 
will enter data exchange

STARTUP
STARTUP

GET DIAGNOSTICS

SET PARAMETERS

CHECK CONFIGURATION

GET DIAGNOSTICS

DATA EXCHANGE

STARTUP
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Get Diagnostics

The Master sends the first of two ‘Get 
Diagnostics’ telegrams during startup

The first Get Diagnostics is to 
determine if the Slave is powered and 
on the network and not assigned to 
another Master

STARTUP
STARTUP

GET DIAGNOSTICS

SET PARAMETERS

CHECK CONFIGURATION

GET DIAGNOSTICS

DATA EXCHANGE

GET DIAGNOSTICS
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Set Parameters

The Master then sends a 
‘Parameterization’ telegram to the 
device

This message configures the slave for 
bus communication

Sets the minimum response time

Sets the watchdog time 

Assigns the slave to a group

Locks the Slave to this Master

The slave will respond with a short 
acknowledge to indicate that it has 
received the message 

STARTUP
STARTUP

GET DIAGNOSTICS

SET PARAMETERS

CHECK CONFIGURATION

GET DIAGNOSTICS

DATA EXCHANGE

SET PARAMETERS
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Check Configuration

The Master then sends a ‘Check 
Config’ telegram to the device

This message tells the Slave what I/O 
configuration the Master expects

The slave will respond with a short 
acknowledge to indicate that it has 
received the message  

STARTUP
STARTUP

GET DIAGNOSTICS

SET PARAMETERS

CHECK CONFIGURATION

GET DIAGNOSTICS

DATA EXCHANGE

CHECK CONFIGURATION



/ © Siemens AG 2010. All Rights Reserved.
Industry SectorSiemens

Get Diagnostics

The Master sends the second ‘Get 
Diagnostics’ telegram to find out if the 
Slave was properly parameterized and 
configured

The Slave will respond if it is ready for 
Data Exchange or not

STARTUP
STARTUP

GET DIAGNOSTICS

SET PARAMETERS

CHECK CONFIGURATION

GET DIAGNOSTICS

DATA EXCHANGE

GET DIAGNOSTICS
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Data Exchange

If Parameterization and Configuration 
were successful, the Master and Slave 
will enter Data Exchange mode

The Slave sends inputs and receives 
outputs from the Master

Data exchange happens in a cyclic
manner

STARTUP
STARTUP

GET DIAGNOSTICS

SET PARAMETERS

CHECK CONFIGURATION

GET DIAGNOSTICS

DATA EXCHANGE
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Start up procedure

GET DIAGNOSTICS

GET DIAGNOSTICS

SET PARAMETERS

SHORT ACKNOWLEDGE

2 5
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Start up procedure

CHECK CONFIG

SHORT ACKNOWLEDGE

GET DIAGNOSTICS

GET DIAGNOSTICS

2 5

DATA EXCHANGE

DATA EXCHANGE
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Get Diagnostics

BYTE 1   BYTE 2   BYTE 3   BYTE 4    BYTE 5   BYTE 6

DEFINED BY PROFIBUS (DPV0) STANDARD

BYTE 1   BYTE 2   BYTE 3   BYTE 4    BYTE 5   BYTE 6   BYTE 7   BYTE 8

DEFINED BY THE PROFILE(DPV1) AND VENDOR
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Diagnostic Request Reply = Diagnostic message + 
extended diagnostic message

BYTE 1   BYTE 2   BYTE 3   BYTE 4    BYTE 5   BYTE 6

DEFINED BY PROFIBUS STANDARD (DPV0)

Diagnostic Message (PROFIBUS International defined):
•Wrong cyclic data configuration
•Wrong data sizes
•Incorrect module
•Wrong identification number
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Diagnostic Request Reply = Diagnostic message + 
extended diagnostic message

BYTE 1   BYTE 2   BYTE 3   BYTE 4    BYTE 5   BYTE 6   BYTE 7   BYTE 8

DEFINED BY THE PROFILE (DPV1) AND VENDOR

Extended Diagnostic Message (Profile and Device Vendor defined):
•Electronic failure
•Configuration invalid
•Electronic temperature too high
•Restart carried out
•Measurement failure
•More diagnostics available

Extended Diagnostic is also called Device related diagnostics
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Defined in the GSD file:

;----------- Description of device related diagnosis: ---------------------
Unit_Diag_Bit(16)="Error appears"
Unit_Diag_Bit(17)="Error disappears"
Unit_Diag_Bit(24)="Hardware failure electronics"
Unit_Diag_Bit(25)="Hardware failure mechanics"
Unit_Diag_Bit(26)="Motor temperature too high"
Unit_Diag_Bit(27)="Electronic temperature too high"
Unit_Diag_Bit(28)="Memory error"
Unit_Diag_Bit(29)="Measurement failure"
Unit_Diag_Bit(30)="Device not initialized"
Unit_Diag_Bit(31)="Device initialization failed"
Unit_Diag_Bit(32)="Zero point error"
Unit_Diag_Bit(33)="Power supply failed"
Unit_Diag_Bit(34)="Configuration invalid"
Unit_Diag_Bit(35)="Restart"
Unit_Diag_Bit(36)="Coldstart"
Unit_Diag_Bit(37)="Maintenance required"
Unit_Diag_Bit(38)="Characteristics invalid"
Unit_Diag_Bit(39)="Ident_Number violation"
Unit_Diag_Bit(55)="Extension Available"
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Defined in manual for decoding

Byte
4 Field device diagnostics byte 0
5 Field device diagnostics byte 1
6 Field device diagnostics byte 2
7 Field device diagnostics byte 3
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Cyclic Data – Diagnostic Request (DPV0)

Slave has an error
Set a flag during cyclic I/O read (1)
Next scan Master reads (2):

Cyclic diagnostics
Cyclic extended diagnostic

Red light on link module

Applies to all PROFIBUS devices

1

2
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Cyclic Diagnostics

REQUEST DATA

RESPONSE DATA                     DIAGNOSICS AVAILABLE

REQUEST DIAGNOSTICS

RESPONSE DIAGNOSTICS + EXTENDED   
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What does the controller see?

Master Configuration
(Controller)

Device Failure
Device configuration

D
IA

G
N

O
S

TI
C

S
E

X
TE

N
D

E
D

   
 +

Diagnostic message (PNO defined):
wrong cyclic data configuration
wrong data sizes
incorrect module
wrong identification number

Extended diagnostic (Device defined):
electronic failure
configuration Invalid
electronic temperature too high
restart carried out
measurement failure
more diagnostics available 



/ © Siemens AG 2010. All Rights Reserved.
Industry SectorSiemens

Cyclic Data – Status byte (DPV1)

Every scan slave sends back status 
byte
An error occurs
Status byte changes:

Red light on link module
Alert in controller

BYTE 1        BYTE 2       BYTE 3        BYTE 4      STATUS

IEEE FLOATING POINT VALUE                   STATUS BYTE

PROCESS VARIBLE & STATUS BYTE ON EVERY SCAN  
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Status Byte

Standardized set of codes for all instruments:
Hex 80 = OK
Hex 00 = no communications
Non Hex 8x = some sort of problem
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Status byte (non-OK status)



/ © Siemens AG 2010. All Rights Reserved.
Industry SectorSiemens

Condensed Status

Profile 3.01 and above introduced ‘condensed status’ which is simply a re-
mapping and reduction in the ‘error’ codes. 
Good status codes are the same for both Introduced the concept of maintenance 
levels
Also introduced the ability to change alarm levels (make a warning into an alarm, 
or make an alarm into a warning or even non-event).
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Condensed Status – OK status
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Condensed Status non-OK codes
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Two Masters need to know!

PROFIBUS PA

DP/PA-Link

PROFIBUS DP

Remote I/O
ET 200 M/is
with HART
AI or AO

4 to 20 mA

Engineering workstation 

Motor

Controller
Class 1
Master
Cyclic Master

Class 2 Master
Acyclic Master

1

2
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Acyclic Diagnostics 

Each DPV1 slave contains:
Acyclic Diagnostic = Cyclic Extended diagnostic (so the Eng. Station can see it)
Acyclic Extended Diagnostic  = more detailed information
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What can you see with Diagnostic Software?
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What happens when an error occurs?

Very heavy form Lost of Echo (LOE)

Acyclic Extended diagnostics

Acyclic Diagnostics = Cyclic Extended 
Diagnostics

Cyclic diagnostics

Diagnostic read flag is set

Controller issues diagnostic request

Status byte changes
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What happens when an error clears?

Form disappears Lock on Echo

Acyclic Extended diagnostics clears

Acyclic Diagnostics = Cyclic Extended 
Diagnostics sets ‘error disappears’ bit 

Cyclic diagnostics

Diagnostic read flag is set

Controller issues diagnostic request

Status byte changes
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Live Demo

Using:
ProfiCaptain
SIMATIC PDM
SITRANS PROBE LU
DP/PA Link/Coupler
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From a Users Perspective 

Monitor status byte changes 

Check PLC fault table for diagnostic requests.
Use PDM to see what is really going on in the instrument!
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